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Abstract: Due to the problem of high cost and limited scalability of dedicated hardware middleboxes, it is popular for
enterprises to outsource middleboxes as software processes to the cloud service provider. In the current network function
outsourcing schemes, the cloud service provider requires the enterprise’s communication traffic and network strategy
which poses a serious threat to the enterprise’s piracy. Based on prefix-preserving encryption, a privacy preserving net-

work function outsourcing system was proposed. Compared with other similar schemes, the system not only realizes the

privacy protection of communication traffic, but also has higher throughput and lower delay.
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